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Abstract. This paper describes the FP7-Sec VIRTUOSO projéus project
aims at providing technical framework for the imagn of tools for collec-
tion, processing, analysis and communication ohagmirce information.

1 Introduction : context and motivation

The explosion of on-line information (textual infeation as well as other unstructured
sources such as audio, images, and video) motivatess current work in content analysis
and knowledge extraction. Although even if massiokimes of information are available at
low cost as free textual, audio or video contepésiple cannot read and digest this available
information as fast as it is published and theysdiltelooking for tools to mine the acquired
content and allowing them to concentrate theirmditte and effort only on the valuable in-
formation. Content mining is the generalisatiortedt mining that can be seen as “the dis-
covery by computer of new, previously unknown imfiation, from different written re-
sources”. The acquisition of knowledge from unduted data gives us the need to combine
a wide variety of technologies. It needs also toabke to fuse information extracted from
heterogeneous resources. The exploitation of tieisedd knowledge to support the deci-
sion-makers is another challenge that will be askbd. The goal of the VIRTUOSO project
is to innovate in the following items:

< End-users’ involvement integrating the end-users in the conceptionlattaps
of the development/evaluation process.

* Interoperability : developing a system for managing and processipgno
source information, by developing new specific comgnts but also by reusing
and integrating available off-the shelf methods toals. Satisfying the interop-
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erability constraint during the design and theisadion of the platform by de-
veloping methodology, tools and supporting standatin to encounter obsta-
cles to interoperability between the technologgethe key success of proposal
system.

< Information Extraction : developing an increasing approach based on am Ope
Information Extraction starting from domain specifisupervised information
extraction) to domain independent (unsupervisedrintion extraction, e.g.
machine-learning)

« Knowledge building (VKB): developing a standard acquisition of knowledge
from information extraction

« Decision Support developing tools based on the acquired VKB Vismo
Knowledge Base, to assist the decision-makersein #ttivities

e Computing: studying and evaluating the computation powerdedefor given
application the volume of data

2 Objectives of the VIRTUOSO framework

VIRTUOSO will provide a technical framework for tirgegration of tools for collection,
processing, analysis and communication of opencsoimformation. "Plug and play" func-
tionalities that improve the ability of border caolt security and law enforcement profes-
sionals to use data from across the source / fospettrum in support of the decision mak-
ing process will be enabled by this middleware famrk. As a proof of concept and to
highlight the efficiency of this open-source codenfework, a prototype will be built and
demonstrated using operational scenarios. The girojleveloped by a consortium of 17
European organisations, is co-funded under the giBgramme of the EU and will comply
with legal considerations, enforcing the principtdsprivacy and data protection to ensure
the interests of citizens within the European Union

The main functional components of the VIRTUOSO aystre:

Information Gathering components: collects the information coming from multiple sup-
ports (disks, intranet, the Internet...), multiplerfat (paper, digital, analogical...), and of
multiple natures (textual, audio and visual (imagel video), and then converts data into
standard format. For instance paper documentsbe&ibcanned and translated via OCR API
into XML output format, in the same way the speecigio documents will be converted,
using speech to text API, into XML format.

Information Extraction and Structuring components: Structuring Open Source Infor-
mation to Support Intelligence Analysis. It dealghwinformation reduction and structured
based on event and information extraction. It casgsrinformation filtering and categoriza-
tion, Information Retrieval, Entity and event extian, Information summarization.

Knowledge Acquisition components. These services deal will the storage and the repre
sentation of the knowledge built from the extradtédrmation;
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Decision support components. The VIRTUOSO Decision-maker support toolkit wikk b
developed to provide a substantial aid to the dmtimakers by integrating various sources
of information and by developing tools to expldietknowledge stored in the VKB and
components for Situation Assessment, Scenario Bigildnd Misinformation detection. It
will provide also an intelligent access to or vigerelevant knowledge, and aid the process
of structuring the work and the decisions.

3 Overall architecture

The VIRTOSO framework will rely on a "Service Oried Architecture” (SOA) as the
core paradigm for the design and integration of ponents. Each component that could be
integrated in the platform shall implement one @resal functionalities that are described by
service interfaces. The function workflow needegtovide user applications will be done
by putting together services and calling them mright order. Each component, implement-
ing one or several service interfaces won't hayekaowledge of the other services and their
capabilities. They will provide to the others oneseveral processing capabilities (i.e. ser-
vices) which will be driven by the orchestratordefine business processes. As a conse-
guence, the service definition and conceptionksyastep in the platform. The granularity of
the services should be one of the main concernimgltine design and development of a
WebLab component.

In order to provide a flexible architecture, thevéee design should respect the following
features:

A Loosely-coupled: It means that services shouldd@utonomous as possible and
that dependencies between components should beealyoi

A Coarse-grained: A service should provide a coliesenof functions and should
hide implementation complexity;

A Standardized interfaces: A service should impldmare or more standardized
interfaces from the service taxonomy and reuseg#reric service interfaces. It gives
access to the functions provided by the service;

A Integrable: A service can be easily integrated giobal application and be used in
a chain with other services.

Every service is provided by a "producer” to a "summer". The interaction between pro-
ducer and consumer is carried out by a middlewtre énterprise service bus) that is re-
sponsible of the mediation and the communicatidwéen the services. As a consequence, a
consumer invokes a service to carry out a funatiomwhich he is the producer.

A directory of services is provided in the platfotonallow the producers to publish their
service offers and enable the chain builder tocséhe right service on each step of a proc-
essing orchestration. A service call is done bydsgna message through the middleware
from the consumer to the publisher either in amelsgonous or a synchronous way.

In the architecture, we will consider:

A Business services that provide business funciisunsh as video segmentation, text
clustering);

A Technical services that are part of the providadebne (such as security, data
access layer, etc.);

A Graphical User Interface (GUI) components that imiléract with users on one side
and with the service bus on the other side to retqu®cess or data.
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In Virtuoso, the various components are splitted ifour different and mainly autono-
mous frameworks responsible of different kind ahgfs. They are the Processing frame-
work, the Decision Support framework, the Evaluatimmework and the Unified Presenta-
tion framework (see Figure 1). Besides the framésjorthere is (possibly several)
knowledge bases used to store all the data extrdicien components and consolidated by
others.

The Virtuoso applications need to physically sefasmme parts of the system, such as
data acquisition and preliminary transformationstio® one hand and data processing, stor-
age and exploitation on the other hand. The trardfdata from the first part to the second
one has to be specified too.

A
< Unified Presentation Framework >

l' GUI ll GUI l' GuI l' Gul
fragments fragments fragments fragments

Processing Orchestration Framework

ll Services ll Services l' Services l' Services
Normalised Structured Knowledge
content content base

Collection Processing Navigation & Retrieval Analysis & Exploitation

__ Decision Sup

Knowledge
Workpaces

Figure 1 - The Virtuoso Architecture

3.1 The processing framework

All processing components developed in the condéxhe VIRTUOSO project will be
integrated as services using the WebLab platforhe WebLab project is an open source
framework developed and maintained by EADS (Giretal., 2008). Here, we summarize
the WebLab project and its organization. This platf was initiated in the WebContent
research projett

The WebLab platform provides a set of tools andhoes that aim at building informa-
tion systems for intelligence applications in treomomy, strategy and military domains.

! http://www.webcontent.fr
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Typically, WebLab handles multimedia and unstruetidata (text, image, audio and video)
through heterogeneous business components prowseivices. WebLab is made of 3 layers
(Figure 2):

- the WebLab Core which represents the technical base designed te rhak
erogeneous components cohabit and work togeth&inwat service oriented ar-
chitecture (SOA),

« the WeblLab Serviceswhich are shown as a set of coherent software cEsvi
dealing with elementary functionalities as well@8l components which can
be assembled to achieve custom-built applicatiand,

« theWebLab Applications which are the result of the integration of the WabL
Services based upon a common exchange model and@oservices interface
provided by the WebLab Core. Thus, it guaranteasiramal effort for pro-
grammers to integrate their tools into a complefaiaation.

Applications dedicated to
specific domains

- Business intelligence

- Knowledge management
- Military intelligence

- Medias Analysis

Integration of unstructured information
processing softwares

-CBTS

- Open source

- Advanced research
components

Open source SOA infractructure
for unstructured information
processing components

- Enterprise Service Bus (ESB)
- Portal

- Orchestrator
u - Exchange data model

Figure 2 - The WebLab core, services and applications

WebLab relies on many standards, including semamab standards. In addition to
these standards, WebLab proposes a data exchardg ellowing heterogeneous compo-
nents to communicate with each other (see Figure 3)



Versatile InfoRmation Toolkit for end-Users orietht®pen-Sources explOitation

+data
Type +data

Coordinat:
l/l—‘ 1 SpatialSegment | g, 2.x inate
+x:int
+y:int
[ Annotation| [ LowtevelDescriptor| TemporalSegment
L L

: . +start: int

0..* +end: int
ComposedResource .
LinearSegment

1 +start: int
/X +end: int
* Resource
*
+uri: URT

ComposedQuery EementaryQuery
weight: float = 1.0
X imooe
1 Document | E— I
Operator
+AND StringQuery ‘SimilarityQuery‘ 0.1 content o1 0..1\)/ +content o1
+0R - N .. b
+request: String xsd:string xsd::base64Binary
SR8 d 2 +content| +content

Figure 3- The WebLab exchange model

This exchange model is mainly organized aroundRéseurce object which is a gener-
alization of the different types of entities to rage by the platform. ThelediaUnit object
allows describing each information entity (audiideo, image, text) that will have to be
managed by the different technical component. Theahalso enables to annotate the re-
sources with RDF annotations (subject- predicajeatltriples).

3.2 The decision support framework

In Virtuoso, Decisions Support and Visualizationltoaim at exploiting the information
produced by the processing and/or the users anglisito Knowledge Base.

These Decision Support and Visualization modulegIRTUOSO will be integrated on
top of a Decision Support Framework based on tt@ 8¢mantic Middleware. ING Seman-
tic Middleware is developed and maintained by THALHts objective is to facilitate the
development and integration of Decision Support isdialization applications in the fields
of Security, Defence, and Intelligence.

The semantic representation (i.e: by triples sugh 8runo “works for” Thales) may
bring great operational benefits. It offers a gegiressivity and its flexibility facilitates the
interoperability of information systems. Moreovire semantic representation is very well
suited for the representation and computation ofaémetworks which are crucial in security
applications. In spite of all these potential ofieral benefits, semantic representation is
rarely used in operational security systems, bexaperational knowledge is often complex
and requires to be handled at a certain a levalbstraction (otherwise developers could
easily be “overwhelmed by triples™). ING solvesstiproblem.



Canet et al.

ING provides applications developers with high lestandard interfaces to query, update
a semantic knowledge base, compare and merge még&eswledge and enable adaptation
(and hot deployment) of the knowledge base model.

Virtually, these standard interfaces enable apfitinadevelopers to use any database as a
semantic repository, provided they use/developrilet connector. In VIRTUOSO, ING
uses a connector to the ITM semantic repositorgld@ed by MONDECA.

4 ING Basic Applications ‘I
----- ~
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Figure 4 - ING Semantic Middleware APIs & basic applications

All applications developed on ING use the “Basks¢tvice to communicate. Via the
basket, the result of a query, can be displayedrnogher application, such as a graph viewer.
Applications read their inputs in the basket andeatheir outputs in the basket. As a result,
the basket provides a simple and practical jouratibns of users operations, each operation
being a view (i.e: layer) on the knowledge base.

In addition to these middleware features, Thalesdeveloped several basic applications
on ING entity edition, model edition, collectivetddusion, event extraction... these basic
applications are brought to the VIRTUOSO project.

The technical choices of ING Semantic Middlewa25JSOA, web client...) make the
VIRTUOSO Decision Support Framework fully compégitwith Processing Framework
based on the WEBLAB project .

The release of the ING middleware as an open saafte/are is currently being consid-
ered by Thales within the VIRTUOSO project.
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3.3 The evaluation framework

The aim of the evaluation framework is to definestandardized business process to
evaluate the scientific quality of the various tddsued from the processing framework.
Evaluations will internally use datasets and ewv#unasoftware proposed by international
evaluation campaigns, such as TREC for informatéirieval for example. These tools and
datasets will be wrapped inside Web services implging standard WebLab interfaces.

Figure 5 shows the envisioned architecture of aaluation setup using this evaluation
framework.

System evaluation chain

configure() getResource() addinformation() buildReport()

WeblLab

Converter
Converter

Y

Kit

Evaluation service

Figure5 - The evaluation process

An evaluation service must implement three Weblmbrfaces:

A Configurable to be able to set global information related toeamaluation, such as
the run name;

A SourceReader to enable the service being evaluated to retriesedata in WebLab
data exchange format;

A ReportProvider to allow the service being evaluated to submiddsa in WebLab
data exchange format and to get the evaluationtrasua WebLab document, results
being expressed in XML/RDF.

Thus the creation of a Virtuoso evaluation sergiossists in writing programs able to:
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A convert the test data format into the WebLab emghanodel format;

A convert the WebLab exchange model format to thenssgion format used in the

evaluation campaign;

A express the evaluation result as XML/RDF and geeeearesult report in the

WebLab exchange model.

For each targeted evaluation campaign, it will beessary to define an ontology ena-
bling to express the evaluation data such as sc@reswill try to use as much as possible a
core evaluation ontology for standard elements siscprecision and recall and specialized
ontologies for the kind of data specific to a caigpa

The work on the evaluation framework has just sthrCurrently, the list of evaluation
kits necessary to evaluate all the kind of processbmponents that will be developed dur-
ing the Virtuoso project is not complete. Somehef kits considered are:

A Named Entities Extraction, using ESTER-NE or ACB20ata;

Topics Detection, using TDT 5 data;

Documents Retrieval, using CLEF 2003 data;

Objects Classification (in images) using PASCAL Va&aa;
Similar Images Retrieval, using ImageCLEF data;

> = -

3.4 The presentation framework

This last layer will ensure the standardisationtte user interfaces of the application
upon the platform. This covers three different atsmegraphical aspects, integration method-
ology and standardization of communication betwesar interface fragments. As part of the
integration in the global architecture the presgmtaframework will rely on a web interface
hosted on a web portal and each pieces of intesfeuilé be integrated using common tech-
nologies.

Graphical aspects

The graphical aspects will enable the use of cattep@phical recommendations to iden-
tify functionalities and/or information presentedthe user. Since every application can have
its own graphical identify which will define thetsaf colours, shapes and guidelines to rep-
resent different part of the interface.

Thus, the standardisation of graphical aspects wdbmmend using standardized and
recognized technologies in order to implement thgrhent of interfaces such as the follow-
ing W3C standards like HTML and CSS.

However to the inherent flexibility of these langea to structure information, extra
guidelines will define best practice in the usethidse languages in order to attach precise
semantic to some meaningful elements of interfaceh as : content extracted from docu-
ment and/or knowledge base ; generated contentctifunalities that manipulate content...
The precise definition of these elements and the thwir presentation will be implemented,
are currently under specification, including namaagventions to identify the different parts
of the interface. The use of supplementary W3C @saf such as RDFa, will be investigated
as part of this specification.

I ntegration methodology

The graphical user interface will be exposed touber through a Web portal relying on
the Portlet specifications (namely JSR168 and JBRZthese recommendations define the
specific life-cycle of user interface as well a couonication between interface elements
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through the event mechanism. Originally proposedtiie standardisation of interface ele-
ments in JAVA, the Portlet specifications have bertended with WSRP (Web Service for
Remote Portlet) which enable the integration of-A8WA interfaces that are remotely ex-
posed as a specific Web Service compliant with WSRP

Standardization of communication

The second aspects will be the use of a speciticstandardised communication layer on
the user interface level in order to enable exchasfgnformation between the heterogene-
ous user interface fragments that comes from melgpoviders.

The Portlet specification and the event mechanibgady provide a technical solution
for the production and consummation of messagegelisas a way to define multiple types
of messages. The framework will define a commomlygy of possible messages in order to
address the multiple levels of information exchangehe specification of these messages
will follow the philosophy used in the processimgriework to define generic and standard-
ised services interfaces. Thus each interfacesegitstwill be organized depending on the
data they can consume and/or produce as well aBitietionalities they offer. Content of
messages will re-use the data exchange model éetichange of content and semantic
standards (such as RDF/XML) for the exchange ofi hk&yel information coming from the
knowledge base.

As for the others frameworks the specificationgppied in at the presentation level will
allow to ease integration and composition of midtipomponents for the design of applica-
tion.

4 Conclusion

In this paper we described the general approactiesigned to tackle the technical needs
of the VIRTUOSO project.

Not only technical, the VIRTUOSO project is mairdyprofessional-oriented project.
Over the course of the project, a community of [pean intelligence specialists and analysts
has been gathered in a series of recurring worlshepere inputs are taken from the end-
users. Every architecture detail, every innovatoa is confronted to the real-life needs of
the end-users community. This community is a preariie the field addressed by the project.

Another goal of VIRTUOSO is to go beyond existingegration platforms such as
UIMA (Ferrucci and Lally, 2004), LinguaStream (Ballt, 2003), and Gate (Cunningham et
al., 2002) (specially designed for the processihtextual documents) by (i) the use of rec-
ognized standards (RDF, XML, BPEL, etc..), (ii) pessing multimedia documents, (iii)
provide features for technical evaluations and fi¥yvide mechanisms for reasoning on
extracted information.
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